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In recent years, the EU has launched a series of regulations and directives 

that will work together and interact to set the framework for the Digital 

European Economic Area with a focus on identity and personal data. 

Individual frameworks will not come into force until 2019, the next two 

years mark the gradual transition into the target image. 

Introduction 

The handling of identity data and personal data is subject to state regulation. In recent 

years, several legislative initiatives have been launched in Europe, each with a different 

focus, setting the framework for digital identity services. The discussion processes and 

legislative procedures for the initiatives dragged on for several years, and the Europe-

wide implementation of the agreed guidelines will also take a longer period of time. The 

ePrivacy regulation is still in the legislative process. The graphic below gives a rough 

overview of the regulations’ entry into force. 

 

Figure 1: Overview of regulatory requirements in the field of e-identity and communication 

These regulations, individually and in interaction over the next two years, will signifi-

cantly change the framework for digital identity services in Europe. The eIDAS sets the 

framework for the interoperability of identity and trust services with a view to their use 

in national administrative procedures, but also provides a reliable framework for appli-

cation in the economic sector. PSD2 opens the online banking for third-party providers, 

including the retrieval of data about the account holder. The aim of the GDPR and the 

ePrivacy regulation is to regulate the handling of personal data throughout Europe in a 

uniform manner. 
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eIDAS - A single European framework for electronic busi-

ness processes between public authorities and citizens 

and companies 

The eIDAS Regulation (electronic Identification, Authentication and Trust Services) aims 

to create a robust European legal environment for secure and trustworthy electronic 

business processes in the public sector. The electronic interaction between citizens, 

companies and authorities is to be improved and made possible transnationally by means 

of the Regulation, which came into force in September 2014. The eIDAS distinguishes 

between two areas: electronic identification and electronic trust services. For both ar-

eas, a series of implementing acts were adopted by September 2015, which regulate de-

tails of the implementation of the identity and trust services. In addition to the minimum 

standards for services, this also includes regulations for the exchange of information be-

tween the countries and the establishment of the system for the interconnection of elec-

tronic identification systems (eIDAS nodes). Providers of eIDAS-compliant services must 

undergo testing by dedicated conformity assessment bodies to be permitted to provide 

trust services and to be included in the list of national trust service providers. The list is 

kept by a national authority, in Germany the Federal Network Agency is responsible for 

this task. The Trusted List of Trusted Lists (LOTL) provides a Europe-wide overview of 

all audited and approved national providers. 

The rules of the eIDAS for trust services have been in force since 01.06.2016. According 

to eIDAS (Chapter III Art. 13 - Art. 45), this includes electronic signatures, seals, time 

stamps, validation, enrolment, delivery and safekeeping services as well as website au-

thentication services. Article 25 of the eIDAS equates qualified electronic signatures 

(QES) to a handwritten signature, regarding their legal effect. If this is based on a certif-

icate issued in a member state, the signature must be recognized in all member states. 

It is essential that the eIDAS no longer necessarily requires the presence of a signature 

card in the user's hand. Signatures can also be created if the signature file resides on 

secure servers of the trusted service provider. This significantly reduces the effort re-

quired to use a QES and makes its widespread use possible. However, this does not mean 

that all hurdles have been overcome; issuing the certificate for a QES still requires the 

user's identity check in presence or an electronic identification device at security level 

"substantial" or "high". 

EU member states can notify electronic means of identification on a voluntary basis. If 

these means of identification have passed the notification procedure successfully, they 

shall be recognized - starting from 29 September 2018 - no later than 12 months after 

the publication of the notification in the administrative procedure of the Member States 

in accordance with the notified confidence level. Germany was the first country to un-

dergo the notification procedure. The notification of the online identification function 
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of the German ID card and the residence permit at the highest possible level of confi-

dence was published on 26.09.2017 in the Official Journal of the EU Commission. Italy 

was the second country to apply for pre-notification of the Italian eID scheme SPID (Sis-

tema Pubblico per la gestione dell' Identita Digital) on 24.11.2017 and is in the notification 

process, which will not be completed before May 2018. 

For eIDAS to be able to develop the intended effects on communication between citizens 

and businesses and public administrations, a broad participation of all member states is 

required. Each Member State bears responsibility for its citizens for the promotion 

and/or development of eIDAS-compliant identity and trust services and for the digiti-

zation of its own administrative procedures. Their readiness to promote digitization of 

administrations both nationally and internationally has been confirmed by the Prime 

Ministers of the EU Member States and the EFTA countries at the ministerial meeting in 

Tallinn. Together, they signed the "Declaration on eGovernment" on 6 October 2017. 

Aligned to five basic principles, the declaration includes an action plan to establish open, 

efficient, cross-border, interoperable, easy-to-use, digital public services by 2022. 

Whether the declaration is more than just a political signal, remains to be seen within 

the coming months and years. The declaration explicitly emphasizes the importance of 

eGovernment for the digital single market and digital innovation, and hence economic 

development in European countries. 

Amendment to the anti-money laundering directive - 

digitization of KYC processes 

A particularly close interplay exists between public digital e-identity infrastructure and 

services of the financial sector: The identification of the customer is a mandatory part of 

the onboarding processes for customers of financial institutions. In this respect, it is not 

surprising that the proposal for a Directive on the new anti-money laundering directive 

agreed by representatives of the European Parliament, the European Commission and 

the Council of the Member States in December last year, makes explicit reference to the 

use of electronic means of identification in accordance with eIDAS for KYC processes. 

In addition, a European group of experts has been set up to deal with the cross-border 

use of electronic identifiers for KYC processes. 

PSD2 - New business models for banks and third-party 

service providers 

With the use of qualified website certificates and qualified seals for the identification of 

third-party service providers (TPPs), the second amendment to the Payment Service Di-

rective (PSD2), effective since January 2018, also applies to the structures created by the 
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eIDAS. The PSD2, which obliges banks to grant regulated third-party service providers 

access to the payment accounts they manage in online banking, has been the subject of 

many discussions for years. And even if the PSD2 came into force in January, it is still not 

fully effective. The EBA has 12 mandates to develop PSD2 tools related to technical stand-

ards, reporting guidelines, the register to be established, consumer protection and other 

topics. With the entry into force of PSD2, three of the instruments will be applicable, 

others will be in preparation or will enter into force after a transitional phase for which 

the EBA made recommendations in December 2017. The transition phase also applies to 

the intensively debated Regulatory Technical Standards (RTS) for strong customer au-

thentication (SCA) and secure communication (CSC). The Consultation Paper for RTS on 

SCA and CSC, published in August 2016, provided EBA with 224 responses - the highest 

number of responses ever obtained in such a process. Following an intensive consulta-

tion process, the final draft of the RTS was handed over by the EBA to the EU Commission 

on 27.11.2017. The RTS are therefore expected to take effect towards the end of the third 

quarter of 2019 and banks will gain time to adjust. 

In the discussion on the PSD2, two topics are in focus: The paradigm shift in banking in 

general - this refers to the formation of value-added networks in the area of financial 

services promoted by the pressure towards API banking - and the changes in payment 

traffic in particular. The Payment Initiation Service (PIS) enables the initiation of pay-

ments from online payment accounts. However, the changes resulting from access to 

the account information service (AIS) are at least as relevant for electronically transmit-

ted verified identity data and banking transaction data. By accessing the account inter-

faces, TPPs may, with the consent of the customer, retrieve both transaction data and 

account holder data, whereby the data retrieval permitted under the PSD2 being re-

stricted to the data achievable in the online banking. These data must be transmitted to 

TPPs without charge to banks with the consent of the account holder. Based on estab-

lished freemium models, banks can offer fee-based services that enrich this data with 

additional bank-specific data and, at the customer's request, transmit it via API to TPPs. 

With e-identification, Giropay-ID and identityTM Giro functionally comparable offers al-

ready exist. The possibility of providing enriched or processed data also relates to trans-

action data. Here, the opposite is also conceivable, customers may not want to transmit 

a third party all information derived from the transaction data information. The custom-

fit provision of data on customer request forms a direct possibility for monetization for 

banks and, moreover, the possibility of offering services that integrate the banking data, 

either alone or together with cooperation partners. 

Although an API is not yet a business model, the discussion about the PSD2 API provides 

insight into possible business models of different stakeholders. The PSD2 itself does not 

provide an API standard as well as the RTS does not define a technical API standard. In 

response to the PSD2, several initiatives have evolved in the market that are developing 



 eIDAS, PSD2, GDPR & Co Page 6 of 13 

 Blog Post N° 2/2018, © asquared 2018 

a PSD2 API standard. These include the British Open Banking Initiative, the French Stet 

Group and the Berlin Group, to only name a few. The PSD2 API has been the topic of 

many discussions over the last few months, with the discussion focusing not on the pros 

and cons of the proposed standards, but on whether in parallel to access via API screen 

scraping should continue to be allowed for third-party providers. The requirement to 

maintain the use of this access method is justified by the companies grouped together 

under "Future of European Fintech" on the grounds that their access will be impeded 

due to insufficient availability of the Bank's APIs. For this reason, the FinTechs demanded 

the continued existence of Screen Scraping at least as a fallback solution. The RTS have 

developed a compromise in that they provide, that banks can be relieved of the obligation 

to provide a fallback solution if their API adheres to certain performance metrics. In this 

case, the access may only be offered via the API and banks and customers remain in the 

driver seat and can transparently control the access to the banking data. 

The EU-GDPR - Strict rules for the processing of perso-

nal data in Europe 

The General Data Protection Regulation (DSGVO) is an essential building block for the 

establishment of the digital single market. It aims at the protection of personal data, as 

well as the guarantee of liberal data traffic between the member states. Already in Janu-

ary 2012, the European Commission presented the first proposals for a reform of the data 

protection law. The proposals were discussed intensively both within the regular legis-

lative procedure, as well as in business, science and civil society. After completion of the 

consultations of the ordinary legislative procedure, the GDPR was approved by the Eu-

ropean Parliament on 14.04.2016 and entered into force on 24 May 2016. Following a two-

year transitional period, the regulation will become directly effective on 25 May for busi-

nesses and administrations in all EU Member States. 

The general principle for the processing of personal data remains a prohibition with con-

ditional approval - the processing of personal data is therefore always only permissible, 

if a consent or an exception mentioned in the GDPR exists. The GDPR is based on the 

structure and basic principles of the predecessor ordinance but extends these to a few 

key points. Among others, these enhancements include the following: 

Market place principle (Art. 3) 

The GDPR applies to all companies operating in the European market. It is not the loca-

tion of the company or the place of data processing that matters, but the fact that the 

offer is aimed at one or more national markets in the EU. It also applies to non-European 

companies and ensures a level playing field for companies offering services on the Eu-

ropean market. 



 eIDAS, PSD2, GDPR & Co Page 7 of 13 

 Blog Post N° 2/2018, © asquared 2018 

Privacy by Design / Privacy by Default (Art. 25) 

The Privacy by Design / Privacy by Default principles are expanding the existing princi-

ples of data avoidance and data economy, and explicitly introduce "data protection 

through technology and data protection-friendly presettings". They make demands on 

the design as well as the implementation of products and services. Application presets 

may only be targeted to the data necessary for the purpose. The principles must be con-

sidered in the collection, processing and storage of data. 

Strengthening of sanctions and fines (Article 83) 

Violations of the GDPR can be punished with penalties of up to € 20 million or up to 4% 

of the total worldwide annual turnover in the previous financial year; whichever value is 

higher. The significant increase in financial risks is aimed at increasing the weight of data 

protection and thus improving living standards. 

Deadlines for data protection incidents (Art. 33) 

Data protection incidents must be reported to the responsible supervisory authority 

without delay, if possible within 72 hours. If the incident concerns a party engaged for 

processing the data, he must inform the client immediately. Records must be kept of data 

protection incidents that enable the supervisory authority to check compliance with the 

provision. 

Conditions for consent to the processing of personal data and conditions for the con-

sent of a child (Art. 7 and 8) 

If companies process personal data, they must have explicit consent from their custom-

ers and must be able to provide evidence of this. A consent by a child is only considered 

lawful if the child has reached the age of sixteen. Member States may provide for a lower 

age limit, but this may not be less than the age of thirteen. 

Right to cancellation and data portability (Art. 17 and 20) 

In the future, companies will have to delete personal data at the request of those af-

fected. Customers also have the right to take their data from one service provider to 

another. 

With the expanded information and recording obligations, as well as the tightened sanc-

tion possibilities on the company side and strengthening of the user rights on the other 

side, the GDPR aims at an increased attention for data protection relevant topics and 

standards in the handling of personal data. The differences in privacy policy evaluation 

existing through regulations and/or legal practice within Europe will be removed. They 
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are being replaced by DSGVO, a uniform regulation throughout Europe, which sets a 

uniform framework for all companies active on the European market. 

ePrivacy Regulation - Data Protection for Digital Com-

munications 

The aim of the ePrivacy Regulation is to complement the GDPR in the field of electronic 

communications. So far, the provisions of the 2002 ePrivacy Directive and the 2009 

Cookie Policy have complemented the Data Protection Directive. With the transfer of 

these regulations into GDPR, which directly and uniformly is effective in Europe, the area 

of electronic communication will also be redefined in a uniform manner in order to set 

the framework for the digital European single market. In addition, electronic communi-

cation has changed dramatically since the entry into force of the guidelines. This change 

should also be taken into account with ePrivacy. 

For e-identity solutions, the ePrivacy Regulation is highly relevant as it explicitly focuses 

on the protection of electronic communications data, not just the data exchanged over 

the telephone, but also over the Internet. Even for these data the prohibition with con-

ditional approval from the DSGVO is to be applied in the future. The collection and pro-

cessing of the data must be covered by an exception or explicitly permitted by the user. 

This does not only apply to cookies, but generally to all solutions for the identification of 

the user. IT solutions must be delivered with data protection-friendly basic settings, 

communication services should enable secure end-to-end encryption. 

There were intensive debates about the regulations of the ePrivacy Directive in the last 

year. While proponents point out strict rules on the privacy implications of data collec-

tion and processing, possible discrimination (keyword scoring), and impact on societal 

opinion-forming processes, critics see at risk both European economic development as 

a whole and individual sectors of the economy in particular. 

On 26 October, the EU Parliament adopted the draft of the ePrivacy Regulation. How-

ever, this approved draft may be changed further in the trialogue negotiations between 

the European Commission, the European Parliament and the Council of the European 

Union. As the protection areas of the GDPR and the ePrivacy overlap, initially both reg-

ulations should take effect at the same time. However, this goal will no longer be 

achieved: Currently, ePrivacy is assumed to take effect in 2019. 

Conclusion 

In Europe, eIDAS, PSD2, DSGVO and the ePrivacy Regulation have been a major driver in 

recent years for setting common European frameworks for the exchange of personal 
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data and identity data. In doing so, Europe is sending a clear signal towards uniform and 

reliable legal regulations for all European countries. The regulations will gradually take 

full effect due to the staggered onset of their effectiveness. However, in doing so, the 

foundation for the development of offers is largely laid. 
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